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STATEMENT OF WORK 

 
 
1.0 INTRODUCTION 
 
The Information Technology Division (Code 5500) is the Naval Research 
Laboratory's (NRL’s) principal investigator in the areas of information architecture 
and related technology.  These areas include design and development of 
information processing systems, decision support systems, database structure 
and mining, applications of parallel and distributed computing and the design 
software to use such systems.  Information architecture research includes the 
communications and networking required to provide fast, reliable, authenticated 
and often secure transfer of data among various parts of an overall system, 
incorporating assets ranging from massively parallel computing system to Naval 
assets deployed in hostile military environments.  Human interface research 
ranging from voice and tactile to the development of interactive virtual 
environments is an integral part of the work.  Information processing research 
includes traditional signal analysis and extends to various automated reasoning 
techniques.  Information assurance and security, real time processing, simulation 
and modeling, multilevel secure database structures, progressive motion 
imagery, compression and decompression, and robotics are also integral parts of 
the Division's research thrusts. 
 
 
2.0 SCOPE 
 
The contractor shall provide associated research and development for a wide 
range of NRL research activities.  The following task areas and descriptions 
indicate the specific nature of these research efforts. 
 
 
3.0 TASKS 
 
3.1 Systems Engineering and Research Support for Training, Analysis, 
Acquisition and Experimentation Applications. 
 
The contractor shall provide systems engineering and research in four technical 
areas: modeling and simulation of intelligent information systems; research in 
geographic information sciences; software and hardware development for 
intelligent information capabilities; and research in advanced visualization for 
intelligent information systems. 
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In support of the work performed under these technical areas, the contractor 
shall be responsible for project management duties.  The contractor shall 
participate in the planning of research initiatives; in model development and 
review; in design and implementation of experimental software; and in analysis of 
research results to assess earned value.  The contractor shall provide technical 
risk assessments of programs, technologies, and techniques.  The contractor 
shall provide literature reviews and/or product reviews. The contractor shall 
participate in coordination with project sponsors and potential end-users.  The 
contractor shall analyze and evaluate the outcomes of research projects and 
operations, assess methods of program development and execution, and 
propose and implement approved recommendations to enhance office 
effectiveness and efficiency. 
 
The contractor shall coordinate conferences and meetings to support the 
research efforts conducted by NRL in performing the work under this contract.  It 
is anticipated that a minimum of two conferences or meetings will be required 
each year.  The contractor shall locate and procure the conference facilities 
within the Washington DC metropolitan area and coordinate the conference with 
other groups and individual participants. 
 
The contractor shall provide engineering support for experimentation and testing 
in laboratory and field environments.  This includes hardware and software 
support, planning and logistics for large field demonstration, operators for 
prototype equipment, and data analysis.  
 
The contractor shall provide expertise in transitioning science and technology 
products into field-able systems that shall include training analyses to identify 
and recommend content and design for training courses and/or courseware for 
intended end users in either experimental or fully operational settings.  
 
In all of the aforementioned tasks, the contractor shall provide written 
documentation describing the results of the research, including, but not limited to, 
test plans, test results, user guides, training requirements, technical 
memorandum, and journal and/or conference papers.  Lastly, the contractor shall 
provide short monthly technical and financial reports to the appropriate 
government personnel (email acceptable). The technical reports should address 
tasks completed, any critical technical issues that may present a barrier or need 
to be resolved, proposed solutions, and tasks/plans for the following month.  The 
financial report should include funds expended during the month, as well 
expenditures to date. 
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Performance of this task and all sub-tasks are anticipated to require Top Secret 
clearances and SCI access.  Personnel performing this task and sub-tasks must 
have a current Top Secret clearance and be eligible for SCI clearance in order to 
access SCI data and attend meetings and VTCs that occur in SCIFs. 
 
3.1.1 Modeling and Simulation of Intelligent Information Systems. 
The contractor shall provide systems engineering and research for a broad 
spectrum of simulation technology and model development with a focus on 
intelligent information systems. Areas may include the development of algorithms 
and models, techniques, custom database design/development/implementation, 
and concepts for various defense applications and component systems. Typical 
of the systems to be interfaced are geographic information system (GIS) tools, 
application servers, military planning tools, command and control, and all-source 
information operations.  These systems may be either in a stand-alone or 
distributed configuration.  The contractor shall design interfaces among software 
and hardware systems.  The contractor shall test and evaluate dimensions of the 
system output to the user. Custom databases will be required for analytical 
support and computational capability in the areas of modeling and simulation, 
statistics, project data, information reports, and other mathematical estimations. 
 
3.1.2 Research in Geographic Information Sciences 
Contractor research and development in geographic information systems and 
sciences shall include exploring spatial statistics and the characteristics of 
geography on human behavior as well as human behavior on geography, data 
visualization and user- centric views of the world, spatial data accuracy and the 
effects it has on modeling, investigating new methods for information access and 
dissemination, and GIS data mining and knowledge discovery. The contractor 
shall also provide generic and specific support to aid in research to others 
including capturing, storing, analyzing and managing data and associated 
attributes which are geospatially referenced. This task shall also require building 
and maintaining core geographic information systems using traditional map 
libraries to enable access and organization, as well as supporting the vision of 
Service Oriented Architectures (SOA) as a technology that makes new services 
available and possible for geographic research agendas. As the broader field of 
geographic information sciences grows and as its users become more 
sophisticated and demanding the contractor shall identify new avenues for 
research and associated applications to include, for example, the incorporation of 
human behavior, social network analysis, meterological data, and financial data. 
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3.1.3 Software and Hardware Development for Intelligent Information 
Capabilities. 
The contractor shall conduct research, prototyping and development with regard 
to technologies that enable software components/algorithms to be embedded 
with intelligent processes.  The contractor shall develop target software required 
to implement the algorithms/models/tools developed under Task 3.1.1 and 3.1.2, 
or developed outside of this contract. The contractor shall also contribute to 
technical studies that deal with identifying deficiencies in decision support 
systems as well as M&S systems, and research the application of intelligent 
software systems to rectify those deficiencies, and if applicable, develop software 
prototypes and systems that ultimately demonstrate that advanced capability.  
 
3.1.4 Research in Advanced Visualization for Intelligent Information Systems. 
 
The contractor shall also conduct research and development for NRL in the 
design and development of algorithms and models, as well as in the 
development of systems to extend the state of the art in advanced visualization 
techniques for intelligent information systems.  The contractor shall contribute to 
technical studies that deal with identifying deficiencies in the state of the practice 
for visualization.  Techniques include, but are not limited to, multi-media displays, 
multi-dimensional representations.  
 
3.2 Research and Development in Communication Systems 
 
The contractor shall provide research and development efforts in five areas:  
management of distributed networks; modeling and simulation of computer and 
communication-based systems; protocol development for communication 
networks; design and development of advanced RF and wireless 
communications systems and networks, and development of algorithms and 
hardware for communication networks.  These networks include satellite, 
wireless, tactical data links, and mobile ad hoc networks as well as wired 
networks with fixed infrastructure. 
 
Performance of this task and all sub-tasks are anticipated to require Top Secret 
clearances and SCI access.  Personnel performing this task and sub-tasks must 
have a current Top Secret clearance and be eligible for SCI clearance in order to 
access SCI data and attend meetings and VTCs that occur in SCIFs. 
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3.2.1 Research in Management of Distributed Networks 
 
The Contractor shall develop and evaluate new techniques for the management 
of distributed communication networks and computer networks.  The concept of 
management includes: 

• Monitoring and modification of resources supporting fixed-infrastructure 
networks 

• Automatic configuration and adaptive re-configuration of wireless ad hoc 
mobile networks 

• Policy-based management of how the aggregate capacity of network 
links is shared by multiple users and applications 

• Cross-layer protocol coupling strategies as may be required to adapt 
MAC-layer link properties in response to routing-layer traffic demand.  

• Automated control of beam-hopped, electronically-steered antenna 
arrays (ESA) or sectorized directional antennas as required to support 
mobile ad hoc networks. 

 
The emphasis is on technology that supports tactical military networks in 
situations where there is no reliable commercial communication network 
infrastructure.  In this situation, network-centric operations will have to depend on 
networks that are supported via heterogeneous wireless communication 
equipment present on battlefield platforms, such as tanks, HMMWVs, AAVs, 
aircraft and UAVs, and ships.  Each node will have the potential to route data 
packets among its outgoing links to other neighbor platforms.  One-hop 
connectivity to all neighbors cannot be assumed.  Since these platforms may be 
in constant motion, the connectivity between routers may be in a constant state 
of change.  Routing tables must adapt automatically, frequently, and with little 
time delay.  Nodes must automatically determine which nodes are neighbors, 
based on link quality. 
 
The contractor shall develop distributed, automated management and control 
schemes for the types of networks referenced above.  The networks must be 
able to automatically configure and adaptively reconfigure without human 
intervention.  The optimization metric that drives network reconfiguration may 
vary from one scenario to other, but generally will depend on a weighted 
combination of the following: 
 

• Ability to achieve complete network connectivity via multi-hop relaying 
(routing) 

• Ability to adapt to and support the offered traffic load (the load is 
assumed to change during the operational scenario and the network is 
expected to change routing and, where possible, adapt MAC-layer 
resources to optimize the shared use of channel capacity. 
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• Ability to provide the required quality of service to the applications sharing 
the network. 

• Ability to meet anti-jam and/or limited-probability of detection objectives. 
 
The contractor shall develop management and control schemes and 
mathematical models for heterogeneous networks that use high- and low-
bandwidth channels and that support voice, data, imagery, and video.  The 
contractor shall explore new approaches to exploit the potential synergism 
between networking and signal processing.  The contractor shall research key 
issues relating to the distributed control of communication and the 
communication complexity of control.  In systems of this type, multiple decision-
making entities are distributed across the geographically dispersed system.  
Therefore, this task will involve developing a means not only for optimizing 
decision making but, also, for evaluating that the implementation of any decision 
is synergistic, synchronized, and coordinated.  The contractor shall develop 
mathematical performance models where appropriate, and efficient simulation 
models shall be developed where necessary.  The contractor shall evaluate the 
performance of data systems in terms of throughput, delay, packet loss, packet 
latency histograms, and other similar issues.  Distributed network applications of 
interest include radio networks, satellite networks, wireline networks, fiber optic 
networks, and hybrid networks containing two or more of voice, data, imagery, 
and video media. 
 
3.2.2  Modeling and Simulation of Computer and Communication Based Systems 
 
The contractor shall provide research and development for a broad spectrum of 
simulation technology and model development with a focus on military systems 
that rely on digital communication techniques.  One important area for applying 
modeling and simulation is for mobile, ad hoc, wireless networks.  Simulation will 
be used to determine the performance and reliability of protocols that control 
auto-configuration, adaptive reconfiguration, quality of service, changes in 
resource allocation, and directional antenna control under conditions of varying 
traffic load, different mixtures of traffic flows, node failures, exit and re-entry of 
nodes into the network, and various other network complications.  The contractor 
may choose the modeling techniques employed, subject to review by the COR; 
however, NS2 and OPNET are preferred so that software that is developed is 
transferable to NRL in-house simulators.  Future military communication systems 
will focus on higher data rates and internetworking among multi-banded systems 
(e.g., UHF, L-, C-, X-, and K-bands) with heterogeneous radios.  Some of these 
performance trades can be done analytically while others will have to be done by 
simulation.  The contractor shall model a variety of data transport services, such  
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as unicast, multicast, anycast, and broadcast, either analytically or via simulation.  
The contractor shall model an integrated services network architecture (voice, 
data, and imagery) for low and high data rate network applications.  This 
integrated-service network shall be simulated and include multi-media services 
over mixed media communication systems.  Internetworking protocols need to be 
designed to have this overall communication system architecture operate in an 
efficient and timely manner. 
 
3.2.3 Protocol Development for Communication Networks  
 
The Contractor shall design protocols that will operate over a wide range of 
network types, including wire, fiber, and mobile, ad hoc wireless.  Targeted 
protocol layers include: 
 

• Medium-Access (MAC) 
• Management of contention on shared RF channels; hidden and exposed 

node effects; adaptive schedules for pointing beam-hopped ESA 
antennas. 

• Link  
• Network 
• Adaptive routing across multi-band and mixed heterogeneous systems; 

quality of service routing; flow control 
• Transport 
• End-to-end reliability; ordering; admission control; multicast; anycast 
• Agent (application) 
• Cross-layer (multi-layer) interaction management.  

 
The goal is to support a wide variety of Naval applications, e.g., surveillance 
data, tactical data, video teleconferencing.  The contractor shall develop 
protocols for the management of all the communication resources over a given 
network or multiplicity of networks.  The management of these resources needs 
to be automated to the maximum extent with as little human interaction as 
possible.  These protocols shall be evaluated via simulation with respect to 
performance criteria that will be developed separately as appropriate for each 
case study. 
 
3.2.4 Software & Hardware Development for Communication Networks 
 
The Contractor shall develop the target software required to implement the 
algorithms and protocols developed under Tasks 3.2.1 - 3.2.3.  The software 
consists of non-real-time prototype software designed to execute in a simulation 
environment as well as real-time software designed to execute in a multi-tasking 
real-time environment.  The contractor shall develop and document a high level  
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software design for each protocol and algorithm.  The contractor shall produce 
source code that can be compiled for and executed in both simulation and real-
time environments.  The contractor shall verify software functionality and 
operation.  The contractor shall document the software in detail.  The contractor 
shall develop hardware for prototype components needed for laboratory and field 
tests.   
 
3.2.5 Research in Wireless, Mobile Ad-Hoc and Sensor Networks 
 
The Contractor shall address some of the basic research issues associated with 
mobile, “ad-hoc” wireless networks (i.e., mobile wireless networks that are not 
supported by fixed base stations) and sensor networks.  Algorithms are needed 
for routing, channel access, admission control, and flow control.  In addition, 
there is a need for multimedia applications support, e.g., the delivery of a 
common tactical picture to command centers and to individual warriors.  The 
information systems to be studied must be supported by heterogeneous 
networks that use a variety of high- and low-bandwidth channels.  Complex 
integrated traffic requirements must be supported, including voice, data, image, 
and video.  Mechanisms to provide individualized services to users with different 
needs and different capabilities are needed.  Both unicast and multicast 
applications shall be studied.  Our goal is the development of principles, 
algorithms, and tools for the design, evaluation, and operation of mobile, wireless 
ad-hoc networks and sensor networks.  A crucial aspect of the proposed 
research is the development of networking techniques for networks that include 
“small” mobile users, including individual warriors, and/or sensors.  In networks 
that consist (solely or partially) of small mobile users, and/or sensors, operation 
is ultimately limited by the constraint of finite battery life at the individual users.  
Thus, there is a need to develop networking techniques that make efficient use of 
the limited energy that is available.  The study of energy-efficient communication 
as a network control issue impacts directly on the other fundamental issues 
proposed for study, namely network architecture, information distribution, and 
multicasting.  The ad-hoc and sensor network environments are sufficiently 
different from that of wired networks, or even cellular wireless networks, that 
drastically different approaches may be needed. The contractor shall focus on 
basic research issues that are considered to be the most prominent, 
distinguishing, and fundamental for ad-hoc and sensor networks, and that lead to 
new questions that simply did not exist until now in more traditional network 
architectures. 
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3.2.6 Research, Design, and Development of Cyber-Attack Technologies related 
to Mobile Ad Hoc Networks  
 
The contractor shall provide research in design and development of cyber-attack 
technologies on mobile ad hoc networks.  This shall include development of new 
and unique attacks that are specific to mobile ad hoc networks, as well as 
implementation of existing or theoretic attacks that are unique to mobile ad hoc 
networks.  Although the scope of the task shall span the range of cyber-attacks, 
a specific focus will be on worm propagation across mobile ad hoc networks 
under a variety of circumstances (e.g., varying routing protocols, varying 
movement models, varying network densities, varying subnetting schemes, use 
of multicast).  The contractor shall also develop analysis and visualization tools 
for assessing the efficacy of attacks and defenses related to mobile ad hoc 
networks. 
 
3.2.7 Experimentation and Testing 
 
The Contractor shall provide engineering support for experimentation and testing 
in laboratory and field environments.  This includes hardware and software 
support, planning and logistics for large field demonstrations, operators for 
mobile communications equipment, and data analysis. 
 
3.2.8 Hardware and Software System Design and Maintenance 
 
The contractor shall design, configure, reconfigure, update and maintain 
individual networked groups, maintain close to current revisions of operating 
systems and adapting to the full range of available local and wide area networks.  
The contractor shall ensure that all information is backed up at defined intervals 
and that future needs are anticipated and reported as needed.  The contractor 
shall develop and maintain complete site documentation for the configuration of 
the system and provide on-line documentation for start-up and shut-down of all 
systems.  The contractor shall develop growth plans based on current usage so 
that future system and software needs can be put into the budget. 
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PERSONNEL QUALIFICATIONS 
 

*Key Personnel 
**Senior Person 

 
SOW Paragraph 3.1: 
 
Senior Systems Engineer/Scientist* 
 
Education: Master Degree in engineering or systems management is required. 
 
Experience:  Fifteen years experience in defense systems engineering.  Five of 
these years of experience must include experience working with simulation 
technology, as well as working in real-time simulation programming. Experience 
with formal methods and object-oriented software design methodologies is 
required.  Experience with the Unix operating system, C/C++ programming 
languages, Java, and interface design is required.  A history of publications in 
modeling and simulation conference proceedings is required.  Must have a 
current Top Secret clearance in order to access data and attend meetings and 
Video Teleconferences (VTCs) which occur in Special Compartmented 
Information Facilities (SCIFs). 
 
Systems Engineer 
 
Education:  Bachelors Degree in an engineering or science field is required as a 
minimum.  A Masters Degree in systems engineering or systems management is 
preferred.   
 
Experience:  Ten or more years in DoD systems management and software 
development with particular emphasis in Modeling and Simulation is required.  
Previous DARPA and ONR experience is desirable.  In addition, knowledge and 
professional experience in the area of Multi-Agent System theory or design, 
artificial intelligence theory and technologies and related applications is also 
desirable.  The contractor must also have 3-5 years experience related to 
Modeling and Simulation, especially those that are used in the Navy, Marine 
Corps and in the Joint community.  In addition, familiarity with technologies that 
impact decision support systems are an added plus, as are publications, patents, 
participation on standard committees, in all of the aforementioned areas of 
interest.  Must have a current Top Secret clearance in order to access data and 
attend meetings and VTCs which occur in SCIFs. 
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Software Engineer/Computer Scientist** 
 
Education:  Bachelors Degree in an engineering related field or computer science 
is required at a minimum.  A Masters degree in an engineering field or computer 
science is preferred. 
 
Experience:  Ten years experience in developing software systems in an object 
oriented programming language such as C++ or Java and strong mathematical 
skills, demonstrable either through college credentials or work experience is 
required.  In addition, knowledge and professional experience in the area of 
Multi-Agent System theory or design, artificial intelligence theory and 
technologies, related applications and logic programming is desirable.  The 
contractor must also have 3-5 years experience related to modeling and 
simulation, especially as this pertains to U.S. Navy and Marine Corps 
applications. In addition, familiarity with technologies that impact intelligent 
information systems are an added plus, as are publications, patents, participation 
on standard committees, etc in all of the aforementioned areas of interest.  Must 
have a current Top Secret clearance in order to access data and attend meetings 
and VTCs which occur in SCIFs. 
 
Senior Subject Matter Expert, Non-conventional Warfare**  
 
Education:  Masters Degree in political science, international relations, politics, or 
international security is required. 
 
Experience:  Fifteen years in intelligence research, analysis, and development 
technologies and initiatives supporting intelligent information systems is required. 
At least five of these years must include experience analyzing the methods of 
non-conventional warfare and/or the development of advanced or innovative 
countermeasures (kinetic or non-kinetic).  OCONUS experience is highly 
desirable. Must have a current Top Secret clearance in order to access data and 
attend meetings and VTCs which occur in SCIFs. 
 
Subject Matter Expert, Military Systems 
 
Education:  Bachelors Degree in an engineering or science field is required.  
Basic and Advanced military professional education is highly desirable. 
 
Experience:  Three years experience as a United States military officer with 
responsibility for asymmetric or irregular warfighting training is required.   



SOLICITATION NUMBER N00173-09-R-SK06 
ATTACHMENT 2 

Page 3 of 9 
 

 
Senior Research Analyst** 
 
Education:  Masters Degree in political science, international relations, politics, or 
international security is required. 
 
Experience:  Fifteen years in intelligence research, analysis, and development 
technologies and initiatives supporting intelligent information systems is required.  
OCONUS experience is highly desirable. Must have a current Top Secret 
clearance in order to access data and attend meetings and VTCs which occur in 
SCIFs. 
 
Research Analyst 
 
Education:  Bachelors Degree in political science, international relations, politics, 
or international security is required. 
 
Experience:  Ten years in intelligence research, analysis, and development 
technologies and initiatives supporting intelligent information systems is required. 
Must have a current Top Secret clearance in order to access data and attend 
meetings and VTCs which occur in SCIFs. 
 
Research Specialist 
 
Education:  Bachelors Degree in political science, international relations, politics, 
or international security is required. 
 
Experience:  One year in intelligence research and development technologies 
and initiatives supporting intelligent information systems is required.  
 
Geospatial Systems Analyst** 
 
Education:  Bachelors degree in Geography with an emphasis in geographic 
information systems and sciences.  
 
Experience:  Three years experience with law enforcement and/or military 
applications of geospatial information systems technology is required. Must have 
a comprehensive understanding of historic and current technology with an 
emphasis on geo-technology. Must have a practical knowledge of database 
technology, data and information modeling, computer systems and programming, 
coordinate reference systems and projections, spatial data formats and inherent 
problems when analyzing spatial data inside the context of a computer 
application.  Must have a working knowledge of Windows, Unix, SQL, .NET, C++, 
Java, spatial and aspatial statistical modeling packages and methods, ArcGIS, 
ArcSDE, MS SQL Server, ArcIMS, ArcGIS Server, GeoServer, PostgreSQL, 
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PostGIS, MS SQL Spatial, and prevalent standards and services in both the 
commercial and open source market. Must have a current Top Secret clearance 
in order to access data and attend meetings and VTCs which occur in SCIFs. 
 
Computer Scientist 
 
Education: Masters degree in computer science with an emphasis on 
visualization is required.  A doctoral degree in computer science with an 
emphasis on visualization is preferred. 
 
Experience:  Three years in research and development of algorithms or models 
extending the state of the art in advanced visualization techniques applicable to 
intelligent information systems is required.  Previous experience with DARPA, 
ONR, NSA, or DIA is desirable.  Publications, patents, conference proceedings 
are desirable.  
   
 
Engineer/Computer Scientist 
 
Education:  Bachelors Degree in an engineering related field or computer science 
is required at a minimum.  
 
Experience:  Three years experience in developing software systems in an object 
oriented programming language such as C++ or Java and strong mathematical 
skills, demonstrable either through college credentials or work experience is 
required.  Must have knowledge and professional experience in the area of Multi-
Agent System theory or design, artificial intelligence theory and technologies, 
related applications and logic programming is relevant. In addition, familiarity with 
technologies that impact decision support systems are an added plus, as are 
publications, patents, participation on standard committees.  
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Database Administrator 
 
Education:  Must have a Bachelors degree in computer science, information 
science, or management information systems (MIS).  
 
Experience:  Three years experience in collecting, analyzing, and cataloguing a 
broad range of data related to DoD S&T programs is required.  Specific 
experience must include database design, development, implementation and 
administration in networked- and client-based environments.  
 
Project Resource and Management Specialist   
 
Experience:  Must have three years experience in desktop publishing skills; 
familiarity with internet; ability to develop and maintain program management 
plans; and ability to support technical program management. 
 
Senior Project Manager* 
 
Education:  Masters Degree in a systems engineering or management science 
field is required.   
 
Experience:  Fifteen years experience in national security related research, 
development, and acquisition planning and execution is required.  Must have a 
working knowledge of Federal Acquisition Regulations, the Defense Federal 
Acquisition Regulation Supplement, and related regulations, requirements, 
policies and procedures; cost and schedule estimating; systems disciplines; and 
engineering and military specifications.  Also requires an understanding of basic 
budgetary and financial management principles and techniques as they relate to 
long range planning of research projects and objectives.  Must have a current 
Top Secret clearance in order to access data and attend meetings and VTCs 
which occur in SCIFs. 
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SOW Paragraph 3.2: 
 
Senior Analyst I 
 
Education:  Bachelors Degree in electrical engineering, computer engineering, or 
computer science degree is required.  
 
Experience:  Ten years of experience with demonstrated research ability in 
Distributed Information Processing Systems as well as in related fields are 
required.  A history of publications in the literature and direct experience in the 
academic field is required.  Demonstrated research ability means a combination 
of ten or more publications and reports.  Must have a current Top Secret 
clearance in order to access data and attend meetings and VTCs which occur in 
SCIFs. 
 
Senior Analyst II** 
 
Education:  Bachelors Degree in electrical engineering, computer engineering, or 
computer science degree is required.  
 
Experience:  Fifteen years of experience in the theoretical aspects of 
communication and in computer programming are required. Extensive 
experience in the realm of simulation and mathematical modeling of 
communication systems is required.  Extensive experience can be evidenced by 
a combination of ten years and five or more publications and/or reports.  Must 
have a current Top Secret clearance in order to access data and attend meetings 
and VTCs which occur in SCIFs. 
 
Senior Analyst III** 
 
Education:  Bachelors Degree in electrical engineering, computer engineering, or 
computer science is required.  
 
Experience:  Fifteen years of experience in the theoretical aspects of 
communication systems are required.  Extensive experience in designing digital 
communication protocols and algorithms as well as the design and simulation of 
communication systems is required.  Extensive experience can be evidenced by 
a combination of ten years and five or more publications and/or reports.  Must 
have a current Top Secret clearance in order to access data and attend meetings 
and VTCs which occur in SCIFs. 
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Senior Analyst IV  
 
Education:  Bachelors Degree in electrical engineering, computer engineering, or 
computer science degree is required.  
 
Experience:  Four years of experience in real-time hardware, and system 
development and experience with C++ software development, VxWorks, VME-
based systems, and RF transmission hardware are required. Must have a current 
Top Secret clearance in order to access data and attend meetings and VTCs 
which occur in SCIFs. 
 
Senior Research Analyst** 
 
Education:  PhD in electrical engineering, computer engineering, or computer 
science is required.  
 
Experience:  Twenty years of experience and a distinguished background with 
demonstrated research ability in communication system design, analysis, and 
simulation modeling as well as in related fields are required.  A demonstration of 
a distinguished background may include an IEEE Fellow or numerous 
publications (25 or more) in IEEE journals.  A history of extensive publication in 
the literature is required.  Furthermore, broad exposure to and direct experience 
in the academic field and in research is required. Extensive publication can be 
evidenced by a combination of twenty-five or more publications and/or reports.  
Must have a current Top Secret clearance in order to access data and attend 
meetings and VTCs which occur in SCIFs. 
 
Computer Scientist I  
 
Education:  Masters Degree in computer science is required.  
 
Experience:  Must have seven or more years of experience in Linux kernel 
programming and Linux/Win32 application development. Strong working 
knowledge in C programming and x86 Intel assembly language/shell code is 
required. In addition, knowledge of worm propagation techniques is desired. Must 
have a current Top Secret clearance in order to access data and attend meetings 
and VTCs which occur in SCIFs. 
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Electrical Engineer  
 
Education:  Masters Degree in electrical engineering is required.  
 
Experience:  Must have five or more years of experience in wireless networking 
(i.e., Internet Protocol-based) technologies, to include experience in modeling 
and simulation of wireless networks with OPNET and/or ns-2. Must have a 
current Top Secret clearance in order to access data and attend meetings and 
VTCs which occur in SCIFs. 
 
Software Engineer  
 
Education:  Bachelor Degree in computer science or software engineering is 
required.  
 
Experience:  Must have three or more years of experience in designing and 
developing Linux and/or Win32 applications.  Working knowledge in C 
programming is required; knowledge of x86 Intel assembly language/shell code 
is desired.  Experience in visualization tools desired. Must have a current Top 
Secret clearance in order to access data and attend meetings and VTCs which 
occur in SCIFs. 
 
Experimentation and Testing Engineer 
 
Education:  Bachelor Degree in electrical engineering, computer engineering, or 
computer science is required. 
 
Experience:  Must have at least five years of experience in Unix/Linux operating 
system environments.  Must have the ability to understand and debug C/C++ 
computer programs.  Experience with antennas, transmission lines, radio 
hardware, and crypto devices is required.  Must have the ability to apply these 
talents in a field environment for limited periods of time. Must have a current Top 
Secret clearance in order to access data and attend meetings and VTCs which 
occur in SCIFs. 
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Engineer/Computer Scientist   
 
Education:  Bachelors Degree in electrical engineering or computer science is 
required.  Combinations of course work and practical experience can be 
substituted for the Bachelors Degree. 
 
Experience:  Three years of experience in one of the following areas each 
involving a combination of wide and local area networks is required: 
  

• Setting up and managing a combination of Suns, PCs and Macs 
• All of the above plus AFS, IP/ATM services 
• All of the above plus high performance massively parallel systems and 

storage.   
 
Must have a current Top Secret clearance in order to access data and attend 
meetings and VTCs which occur in SCIFs. 
 
Network Engineer/Computer Scientist 
 
Education:  Masters Degree in electrical engineering or computer science is 
required. 
 
Experience:  Must have at least six years of experience in the configuration and 
administration of local and wide-area networks, connecting UNIX Workstations, 
Macintosh, and PC computer systems.  Demonstrated experience must include 
implementation of technical and business software applications support, network 
design, development, testing and evaluation, and field experience with networks 
over wireless and satellite connections. Must have a current Top Secret 
clearance in order to access data and attend meetings and VTCs which occur in 
SCIFs. 
 
Engineer/Computer Specialist   
 
Education:  Bachelors Degree in electrical engineering, computer science, 
computer engineering, physics, or mathematics is required.  Combinations of 
course work and practical experience can be substituted for the Bachelors 
Degree 
 
Experience:  One year of experience in one of the following areas is desirable: 
  

• Setting up and managing a combination of Linux, PCs and Macs 
• All of the above plus computer networking and wireless communications.   

 
Must have a current Top Secret clearance in order to access data and attend 
meetings and VTCs which occur in SCIFs. 
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